






















5. The Contractor shall take actions designed to ensure the security and confidentiality of student
data.

6. The Contractor will notify the Board, in accordance with Conn. Gen. Stat. § 10-234dd, when
there has been an unauthorized release, disclosure or acquisition of student data. Such notification
will include the following steps:

Upon discovery by the Contractor of a breach of student data, the Contractor shall 
conduct an investigation and restore the integrity of its data systems and, without 
unreasonable delay, but not more than thirty (30) days after such discovery, shall 
provide the Board with a more detailed notice of the breach, including but not 
limited to the date and time of the breach; name(s) of the student{s) whose student 
data was released, disclosed or acquired; nature of and extent of the breach; and 
measures taken to ensure that such a breach does not occur in the future. 

7. Student data shall not be retained or available to the Contractor upon expiration of the contract
between the Contractor and Board, except a student, parent or legal guardian of a student may
choose independently to establish or maintain an electronic account with the Contractor after the
expiration of such contract for the purpose of storing student- generated content.

8. The Contractor and Board shall each ensure their own compliance with the Family Educational
Rights and Privacy Act of 1974, 20 U.S.C. § 1232g, as amended from time to time.

9. The Contractor acknowledges and agrees to comply with the above and all other applicable
aspects of Connecticut's Student Data Privacy law according to Connecticut General Statutes§§ 
10-234aa through 10-234dd.

10. The Parties agree that this Agreement controls over any inconsistent terms or conditions
contained within any other agreement entered into by the Parties concerning student data.
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